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 ANXTunnelz ™ 
 Services Agreement  

________________________________________________________________________________________________________ 

Returned Signed Agreement To : ANXeBusiness Customer Care Center 
 2000 Town Center, Suite 2050 
 Southfield, MI 48075-1135 USA 
 Fax:  (509) 461-4637 
________________________________________________________________________________________________________ 

This ANXTunnelz™ Services Agreement (the “Agreement”) is entered into, effective as of the “Contract Date” set forth below, by 
and between ANXeBusiness Corp., a Delaware corporation (“ANXeBusiness”) and the party named below as “Customer”. 
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Each party warrants that their respective representative, who signs below, is duly authorized by all necessary and appropriate 
action to execute this Agreement. 

Customer:   ANXeBusiness: 

        ANXeBusiness Corp. 

By:    By:    

Print Name:          Print Name:         

Title:          Title:                    

Date:          Date:                   
________________________________________________________________________________________________________ 

CONTRACT DATE:                                       
________________________________________________________________________________________________________ 

CONTRACT DOCUMENTS: 

The following “Contract Documents” are attached to and made a part of this Agreement. 

Part 1  Contract Information 

Part 2  Scope of Agreement; Term; Fees; Definitions 

Part 3  General Terms and Conditions 

Part 4  Statement of Work 

________________________________________________________________________________________________________ 

 CUSTOMER’S GENERAL INFORMATION : 

 Full Company Legal Name:           

 State/Province of Incorporation:           

 Address:           

 Address:           

 City, State/Province, Zip/Postal Code, Country:           

 Phone No.:           

 Fax No.:           
________________________________________________________________________________________________________ 

 CUSTOMER’S PRIMARY* CONTACT: 

 Contact Name/Title:           

 Address:           

 Address:           

 City, State/Province, Zip/Postal Code, Country:           

 Phone No.:           

 Fax No.:           

 Email:           

* Customer agrees that if the Primary Contact designa ted by Customer changes, Customer shall provide ANX eBusiness with written notice within thirty (30) 
days of such change. 

________________________________________________________________________________________________________ 
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PART 2  –  Scope of Agreement; Term; Fees; Definitions  

1. Scope of Agreement .  ANXeBusiness will perform the ANXTunnelz Services (the “Services”) in accordance with the terms of this 
Agreement.  The Services are more particularly described in Part 4 of this Agreement. 

2. Term and Termination . 

A. The initial term (“Initial Term”) of this Agreement shall be twelve (12) months commencing on the “Contract Date” set forth above.  
Thereafter, the term shall automatically renew for successive one (1) year renewal terms (the “Renewal Term(s)”) on each subsequent 
anniversary of the Contract Date.  The Initial Term and any Renewal Terms hereunder may be collectively called the “Term”.  Each 
twelve (12) month period during the Term which begins on the Contract Date or an anniversary thereof shall be called a 
“Contract Year”. 

B. After the Initial Term, either party may terminate this Agreement at any time by providing the other party written notice thereof at least 
one hundred eighty (180) days prior to the effective date of termination. 

C. In the event of termination, all invoiced amounts are immediately due in full.  All ANX Equipment shall be returned to ANXeBusiness at 
Customer’s expense within 30 days, or Customer shall be liable for the replacement cost of said ANX Equipment.  All previously paid 
amounts for the then-current Billing Year shall be forfeit to ANXeBusiness. 

3. Fees and Charges . 

A. Fees and Charges.  The fees and charges to be paid by Customer to ANXeBusiness are set forth in Part 4 of this Agreement. 

B. Fees for Outside of Scope Services.  Customer will pay ANXeBusiness on a “time and materials” basis for labor expended and costs 
and expenses incurred which are outside the scope of the Services as described in Part 4 of this Agreement.  Time and materials 
charges will be billed in accordance with ANXeBusiness’s standard rate sheet. 

C. Payment.   

(1) ll invoices shall be paid to ANXeBusiness Corp. and remitted by mail or wire transfer pursuant to the instructions set forth on the 
invoice. 

(2) All monetary amounts stated herein are in United States Dollars, unless expressly stated otherwise. 

(3) All invoices shall be payable, without deduction or set-off, within thirty (30) days after Customer’s receipt thereof. 

(4) For all amounts not paid when due, ANXeBusiness may charge interest on a daily basis at the lower of one and one half percent 
(1½%) per month or the highest rate under applicable law. 

D. Customer Changes.  Any changes in the specifications, schedules or materials requested by Customer must, along with any additional 
fees and charges related thereto, be mutually agreed upon in writing by Customer and ANXeBusiness prior to the performance thereof. 

E. Taxes.  Customer shall pay when due all sales, use and excise or similar taxes or levies related to this Agreement, exclusive, however, 
of taxes based on ANXeBusiness’s income.  If any such tax for which Customer is responsible hereunder is paid by ANXeBusiness, 
Customer agrees to promptly reimburse ANXeBusiness therefor. 

4. Definitions . 

A. “Affiliate”  means an entity or entities directly or indirectly controlling, controlled by, or under common control with a party to this 
Agreement.  The term “control” as used in the immediately preceding sentence, means the right to the exercise, directly or indirectly, of 
more than fifty percent (50%) of the voting rights attributable to the shares, partnership interests, membership shares, or similar 
evidences of ownership of such controlled entity. 

B. “ANX ® Document”  means the ANX Network specification documentation, referred to as “ANX Release 1 Document Publication” 
or “Tel 2”. 

C. “ANX Equipment” means all hardware/software provide d by ANXeBusiness to Customer pursuant to this Agre ement.  

D. “ANX ® Network”  means that certain managed, global, multiprovider, private network managed by ANXeBusiness. 

E. “ANXO”  means the ANX Overseer which is the function within ANXeBusiness that oversees and manages the ANX Network. 

F. “ANXeBusiness Portal”  means the ANXeBusiness private website. 

G. “ANX ® Trading Partner”  means those certain parties that have executed the ANX Trading Partner Contract and have successfully 
completed the ANX Registration and ANX Subscription process for the use of the ANX Network. 

H. “Billing Year” means the twelve month year beginnin g with March (month 1) and ending with February (mo nth 12).  All 
ANXTunnelz invoices will be calculated based on the  Billing Year as defined below.  

I. “Customer/TP Data”  means the data submitted by either Customer or Customer’s trading partners pursuant to the Sections of Part 4 
of this Agreement entitled “Configuration Management”.  The Customer/TP Data is also addressed in Section 6 of Part 3 of this 
Agreement. 

J. “Services”  shall mean the ANXTunnelz Services performed pursuant to this Agreement. 
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PART 3  –  General Terms and Conditions  

1. Intellectual Property . 

A. Customer and ANXeBusiness shall each retain ownership of, and all right, title and interest in and to, their respective, “Intellectual 
Property” (as hereinafter defined), and no license therein, whether express or implied, is granted by this Agreement or as a result of the 
Services performed hereunder.  The Services performed and any deliverable items produced pursuant to this Agreement are not “works 
for hire.”  To the extent the parties wish to grant to the other rights or interests in their respective Intellectual Property, a license 
concerning any such grant must be expressly stated herein or in a separate license agreement. 

B. As used herein, “Intellectual Property” shall mean, by way of illustration and not limitation, inventions (whether or not patentable), works 
of authorship, techniques, know-how, ideas, concepts, and algorithms. 

2. Limited Warranty . 

A. ANXeBusiness warrants that the Services provided under this Agreement shall be performed with that degree of skill and judgment 
normally exercised by recognized professional firms performing services of the same or substantially similar nature.  In the event any of 
the Services do not conform to the foregoing warranty, and provided Customer has delivered to ANXeBusiness timely notice of such 
nonconformance as hereinafter required, ANXeBusiness shall, at its own expense, either: (i) re-perform the non-conforming Services; 
or (ii) refund to Customer that portion of the amounts paid by Customer to ANXeBusiness attributable to the non-conforming Services.  
No warranty claim shall be effective unless Customer has delivered to ANXeBusiness written notice specifying in detail the non-
conformities within ninety (90) days after performance of the non-conforming Services.  The remedy set forth in this Section is 
Customer’s sole and exclusive remedy for nonconformance under, or breach of, the foregoing warranty. 

B. ANXEBUSINESS SPECIFICALLY DISCLAIMS ANY OTHER EXPRESS OR IMPLIED STANDARDS, GUARANTEES OR 
WARRANTIES, INCLUDING ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ANY 
WARRANTIES THAT MAY BE ALLEGED TO ARISE AS A RESULT OF CUSTOM OR USAGE, ANY WARRANTY OF THIRD PARTY 
PRODUCTS, AND ANY WARRANTY, RESPONSIBILITY OR LIABILITY FOR THE COMPLIANCE OR FUNCTIONALITY OF THE 
CUSTOMER’S HARDWARE, SOFTWARE, FIRMWARE OR COMPUTER SYSTEMS. 

3. Limitation of Liability .  ANXeBusiness’s liability for any claim, regardless of the form of action, whether in contract, tort or negligence, for 
any damages resulting from or in any manner connected with this Agreement or the Services, shall be limited to the lesser of (i) Customer’s 
actual direct damages related thereto, or (ii) the amount of the fees paid by Customer for the Services which are in error.  In no event shall 
ANXeBusiness be liable for any other damages whether indirect, incidental, special or consequential including, but not limited to, lost 
business and lost profits, whether foreseeable or not, even if advised of the possibility of such damages. 

4. Dispute Resolution .  Any controversy, claim or dispute (“Dispute”) arising out of or relating to this Agreement shall be resolved by binding 
arbitration in accordance with the Commercial Arbitration Rules of the American Arbitration Association then in effect.  Before commencing 
any such arbitration, the parties agree to enter into good faith negotiations to resolve the Dispute.  If the parties are unable to resolve the 
Dispute by good faith negotiation, either party may refer the matter to arbitration.  The arbitration shall take place in metropolitan area of 
Detroit, Michigan.  The arbitrator(s) shall be bound to follow the provisions of this Agreement in resolving the dispute.  The arbitrator will not 
be authorized to award any incidental or consequential damages, including but not limited to lost business and lost profits, with respect to any 
Dispute, nor will either party seek any such damages.  The parties agree that the arbitrator will be bound by the provisions of Section 3 
“Limitation of Liability” set forth above.  The cost of any arbitration hereunder, including the cost of the record or transcripts thereof (if any), 
administrative fees, attorneys’ fees, and all other fees involved, will be paid by the party determined by the arbitrator to be the party which has 
not prevailed, or otherwise allocated in an equitable manner as determined by the arbitrator. 

5. Non-Disclosure . 

A. Each party agrees that neither it nor its employees and/or agents will, during or after the Term, disclose any “Confidential Information” 
(defined below) of the other party or of any of its Affiliates to a third party.  For the purposes of this Agreement, “Confidential 
Information” shall include, but not be limited to, information relating to business and marketing plans and strategies, databases, 
computer software, customer lists, ideas, concepts, manufacturing and marketing techniques, know-how, processes, formulas, costs, 
developments, experimental works, works in progress, contractual and marketing information, or any other matters relating to the 
products, technical information or business of the disclosing party (the “Disclosing Party”) which is provided to the other party (the 
“Receiving Party”) pursuant to this Agreement.  In order for Confidential Information disclosed by one party to the other to be protected 
in accordance with this Section, it must be: (a) in writing; and (b) clearly identified as Confidential Information at the time of its 
disclosure by each page thereof being marked with an appropriate legend indicating that the information is deemed confidential by the 
disclosing party.  Where the Confidential Information has not been or cannot be reduced to written form at the time of disclosure and 
such disclosure is made orally and with prior assertion of proprietary rights therein, such orally disclosed Confidential Information shall 
only be protected in accordance with this Section provided that complete written summaries of all proprietary aspects of any such oral 
disclosures shall have been delivered by the disclosing party in a written notice to the other party within twenty (20) calendar days of 
said oral disclosures.  Neither party shall identify information as proprietary which is not in good faith believed to be confidential, 
privileged, or otherwise entitled to such confidential claims. 

B. The obligations set forth in this Section do not apply if and to the extent the party receiving Confidential Information (the ”Receiving 
Party”) establishes that: (i) the information disclosed to the Receiving Party was already known to the Receiving Party, without 
obligation to keep it confidential, at the time of its receipt, as evidenced by documents in the possession of the Receiving Party 
prepared or received prior to disclosure of such information; (ii) the Receiving Party received the information in good faith from a third 
party lawfully in possession thereof without obligation to keep such information confidential and without requiring the Receiving Party to 
keep the information confidential; (iii) the information was publicly known at the time of its receipt by the Receiving Party or has become 
publicly known other than by a breach of this Agreement; (iv) the information is independently developed by the Receiving Party without 
use of the other party’s Proprietary Information; or (v) the information is required to be disclosed by applicable statute or regulation or 
by judicial or administrative process, provided that the Receiving Party will use reasonable efforts under the circumstances to notify the 
other party of such requirements so as to provide such party the opportunity to obtain such protective orders or other relief as the 
compelling court or other entity may grant. 

C. The parties acknowledge and agree that the obligations in this Section will remain in effect for two (2) years after the Confidential 
Information is initially disclosed to the Receiving Party. 
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6. Customer/TP Data . 

A. The Customer/TP Data which is submitted by either Customer or Customer’s trading partners pursuant to the Sections of Part 4 of this 
Agreement entitled “Configuration Management”, will: 

(1) not be disclosed by ANXeBusiness or its employees and/or agents, during or after the Term, to any third party; and 

(2) only be used by ANXeBusiness and its employees and agents in connection with the performance of the ANXTunnelz Services 
and for compiling routing tables for use in connection with the ANXTunnelz Services. 

B. The restrictions set forth in Subsection A. above shall apply irrespective of whether or not the Customer/TP Data is marked or labeled 
as Confidential Information. 

7. Default .  Customer shall be in default upon the failure to pay any fees or charges hereunder when due, or the failure to perform any other 
term, condition or covenant of this Agreement and such failure is not cured within a period of thirty (30) days after receipt of written notice 
thereof.  Upon any default ANXeBusiness may terminate this Agreement and/or suspend Customer’s access to the Services hereunder.  Any 
such termination or suspension shall be without prejudice to any other rights which ANXeBusiness may have against Customer with respect 
thereto, and shall not entitle Customer to any refund of fees or charges.  Customer shall pay all costs, expenses, damages and reasonable 
attorney’s fees incurred by ANXeBusiness in the exercise of its rights or remedies hereunder.  The foregoing remedies are not exclusive, but 
are cumulative and in addition to any other remedy available to ANXeBusiness at law or in equity. 

8. General . 

A. Assignment.  Neither party may assign this Agreement; provided, however, that either party may assign this Agreement in whole (but 
not in part) to an Affiliate of the assigning party or to a party acquiring all or substantially all of the assets of the assigning party by 
merger. 

B. Notices.  All notices, requests, demands or other communications by the parties, other than routine operation communications under 
this Agreement, required or permitted to be given by one party to the other shall be given in writing by personal delivery or sent 
(postage prepaid with return receipt or delivery confirmation requested) by registered mail, certified mail, or express mail delivery, and 
shall be delivered or addressed to such other party at the address specified on the first page of this Agreement or at such other address 
as either party may notify the other from time to time in accordance with this Section.  Such notices, requests, demands or other 
communications shall be deemed to have been received: (i) if personally delivered, upon delivery; or (ii) if sent by registered, certified 
mail or express mail delivery, upon delivery thereof as evidenced by return receipt or delivery confirmation. 

C. Excusable Delay.  Neither party will be liable for any failure of or delay in performance of its obligations under this Agreement (other 
than failure to pay money when due) to the extent such failure or delay is due to circumstances beyond its reasonable control, 
including, without limitation, acts of God, acts of a public enemy, fires, floods, wars, civil disturbances, sabotage, accidents, 
insurrections, blockades, embargoes, storms, explosions, labor disputes, acts of any governmental body, failure or delay of third parties 
(including subcontractors) or governmental bodies from whom a party is obtaining or must obtain approvals, franchises, or permits, or 
inability to obtain labor, materials, equipment, or transportation, power shortage or blackouts, equipment failure or breakdown, or failure 
of communications infrastructures (including but not limited to telephone and telecommunications lines and networks, servers, firewalls, 
proxies, routers, switches, and bridges), (the foregoing collectively referred to herein as “Excusable Delay”).  Each party will use 
commercially reasonable efforts to minimize the duration and consequences of any failure of or delay in performance resulting from an 
Excusable Delay. 

D. Amendment.  No statement in writing subsequent to the date of this Agreement purporting to modify or add to the terms and conditions 
hereof shall be binding unless consented to in writing by duty authorized representatives of Customer and ANXeBusiness in a 
document making specific reference to this Agreement. 

E. Waiver.  Any delay by a party in exercising its rights hereunder will not constitute a waiver of its rights or its entitlement to enforce any 
provision of this Agreement. 

F. Severability.  If any provision of this Agreement is for any reason held unenforceable or invalid, then this Agreement will be construed 
as if such provision were not contained herein. 

G. Survival.  The terms and conditions of this Agreement regarding payment, ownership of intellectual property, warranty, indemnification, 
liability and all others that by their sense and context are intended to survive the execution, delivery, performance, termination or 
expiration of this Agreement, survive and continue in effect. 

H. Governing Law; Limitation on Actions.  This Agreement will be governed by, interpreted and construed in accordance with the laws of 
the State of Michigan, without giving effect to its conflict of law rules.  No action arising out of this Agreement, regardless of form, may 
be brought by either party more than two (2) years after the cause of action has accrued. 

I. Relationship of the parties.  The relationship of the parties created by this Agreement is that of independent contractor and not that of 
employer/employee, principal/agent, partnership, joint venture or representative of the other.  Neither party shall represent to third 
parties that it is the representative of the other in any manner or capacity whatsoever. 

J. Nonexclusive Agreement.  This Agreement is not an exclusive agreement and nothing contained herein will be construed to prohibit (i) 
Customer from acquiring services from or entering into any agreements with any other party, or (ii) ANXeBusiness from providing 
Services to or entering into any agreements with any other party. 

K. Entire Agreement.  The terms, covenants and conditions contained herein constitute the complete and exclusive statement of the terms 
hereof, and supersede all prior oral and written statements of any kind made by the parties or their representatives with respect to the 
subject matter hereof.  In the event of any conflict between the terms and conditions of this Agreement and any Customer purchase 
order, the terms and conditions of this Agreement shall prevail. 
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PART 4  –  Statement of Work  

1. Introduction .  The ANXTunnelz™ Services (the “Services”) have been created to reduce the cost and complexity of IPSec management on 
the ANX® Network.  ANXeBusiness will install, configure and manage Customer’s IPSec device(s) for connectivity to other ANX Trading 
Partners who subscribe to the Services. 

A. Objectives. 

(1) Eliminate Interoperability Issues.  The Services will mitigate IPSec interoperability issues between ANX Trading Partners using 
the Services. 

(2) Increase Scalability.  The elimination of interoperability issues will allow the ANX Network to scale on a Worldwide level. 

(3) Reduce Complexity and Cost of IPSec Management.  The centrally-managed IPSec model will allow ANX Trading Partners using 
the Services to interconnect on the ANX Network as easily, as cost effectively and with greater utility than they do on the Internet 
today. 

(4) Improve Application Availability and Trading Partner Satisfaction.  The centrally-managed IPSec model, along with its monitoring 
and trouble shooting capability, will improve application availability by ensuring that IPSec tunnels are created in a timely manner 
and are available when needed. 

B. Description of the Services . 

(1) All IPSec Tunnels Included.  IPSec tunnels securely connect trading partner hosts or networks.  It is often necessary to create 
multiple IPSec tunnels between two ANX Trading Partners.  The Services include the management of all of the n ecessary 
IPSec tunnels between two ANX Trading Partners, to securely meet their business connectivity requireme nts.  The 
Services will only implement and manage IPSec tunne ls between ANX Trading Partners that both subscribe  to the 
Services.  When used in this Agreement the term “IP Sec tunnel(s)” shall refer to IPSec tunnel(s) that will be managed 
under the Services pursuant to terms of this Subsec tion, unless the context expressly indicates otherw ise.  

(2) All IPSec hardware used for the Services will be provided by ANXeBusiness.  ANXeBusiness has the exclusive right to select and 
approve IPSec hardware supported by the Service. 

(3) The Service will only be used for creating IPSec tunnels.  Other features, such as firewall or NAT are out of the scope of the 
Service. 

(4) ANX Trading Partners can choose from using a single gateway solution or a cluster of multiple gateways, incorporating load 
balancing and fail-over, to ensure greater availability. 

(5) The Services will support the following encryption levels: 

(a) 3DES 

(6) New gateways will be pre-configured by ANXeBusiness for a plug-n-play tele-installation. 

(7) Configuration change requests, such as adding new IPSec tunnels, will be made via a self-serve web page. 

(8) 24/7 Support. 

(9) ANX Trading Partner gateways will be centrally-managed using SNMP end-to-end monitoring tools for pro-active support 
ensuring availability. 

(10) ANX Trading Partners will have access to real-time online IPSec tunnel availability reporting. 

2. Scope of the Services .  ANXeBusiness will provide Customer with one pre-configured gateway, tele-installed (installation remotely 
supported via telephone – no on site service).  ANXeBusiness will bring Customer to a “live” status on the Service.  Customer will establish 
connectivity with other customer(s) of the Service using the self-service web interface.  ANXeBusiness will manage all IPSec connections that 
Customer may have for a yearly fee per group of IPSec tunnels connecting Customer to a given ANX Trading Partner. 

NOTE:  Any items that fall outside of the scope defined below in Section 3 “Project Tasks,” will be billed for using time and materials per our 
standard rate sheet or as separately agreed upon between the parties.  Work will only be performed on these items at Customer’s request. 

3. Project Tasks .  The following tasks will be completed for Customer.  Prior to completing these tasks, Customer will need to subscribe to the 
Services which Customer will be able to do via the ANXTunnelz website.  In order to subscribe, Customer will need to execute 
ANXeBusiness’s ANXTunnelz Services Agreement. 

A. Review IT Environment.  Based on the information obtained when Customer subscribes to the Service, ANXeBusiness will review the 
existing hardware and software configuration with the designated Points of Contact (“POCs”) to determine Customer’s current ANX 
Network environment with respect to IPSec, high availability, and load balancing. 

B. Develop IPSec Solution.  Based on Customer’s current environment, ANXeBusiness will develop an IPSec solution, using 
ANXTunnelzTM hardware, that will enable IPSec connectivity to other companies who subscribe to the Services.  ANXeBusiness will 
provide one IPSec gateway (as determined by ANXeBusiness).  This IPSec gateway may be used to connect to the ANXTunnelzTM 
gateway of other ANX Trading Partners that subscribe to the Services, but may not be used to connect to any IPSec gateway that is not 
a part of the Services. 

C. Installation.  As per the solution developed in Section 3.B. above, ANXeBusiness will pre-configure hardware for Customer and provide 
telephone support for the installation.  

(1) ANXeBusiness will supply Customer with an IPSec gateway, as needed (see the Note under Section 3.B above).  This gateway 
will include hardware/software maintenance as follows:  24 hour replacement on hardware, and software upgrades as necessary.  
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It is Customer’s responsibility to pay ANXeBusiness for the hardware/software maintenance as defined in the Billing section 
below. 

D. ANX Equipment 

(1) All hardware/software provided by ANXeBusiness: (i) shall be purchased by ANXeBusiness; (ii) shall at all times remain the 
property of ANXeBusiness; (iii) shall be provided to the ANX Trading Partner for use on a leased/licensed basis only; (iv) shall be 
returned by the ANX Trading Partner to ANXeBusiness upon such ANX Trading Partner ceasing to use the Services; and (v) with 
the ANX Trading Partner to bear the risk of loss of or damage to the IPSec Hardware from the time of delivery to the ANX Trading 
Partner’s premises until return of the same to ANXeBusiness’s premises.  Any additional hardware required, such as 
hubs/switches and network patch cables, shall be purchased by the ANX Trading Partner. 

B. Testing.  ANXeBusiness will test, and troubleshoot as necessary, IPSec connectivity to the ANX Network. 

C. Ongoing IPSec Tunnel Management.  ANXeBusiness will provide IPSec management for the IPSec tunnels covered by the Services, 
using the ANXeBusiness 24/7 network operation centers (“NOCs”), which will include real time performance/overall IPSec tunnel 
availability monitoring, configuration management and software management throughout the term of this Agreement. 

(1) Realtime Monitoring. 

NOTE:  It is important to note that monitoring performance and overall IPSec tunnel availability does not give ANXeBusiness the 
ability to “see” the data being passed between ANX Trading Partners, and that monitoring only applies to gateway installations. 

Real-time performance/overall IPSec tunnel availability monitoring under the Services, viewable by Customer via a web interface, 
includes the following:  (i) Monitoring the general health/performance of the IPSec gateway, and (ii) Monitoring/Troubleshooting 
IPSec Tunnel Availability and Validation. 

(a) General Health of the Gateway 

(1) CPU Utilization 

(2) Memory Usage 

(3) I/O Load 

(4) Cluster information (if applicable) 

(5) Trap Logs 

(6) Device Uptime 

(b) IPSec Tunnel Availability and Validation 

(1) List of IPSec tunnels 

(2) I/O per IPSec tunnel (utilization) 

(3) IPSec tunnel status (active / inactive) 

(4) Ability to Validate inactive IPSec tunnels 

By using the information gathered from the gateways, ANXeBusiness will be able to pro-actively support Customer. 

(2) Gateway Management. 

ANXeBusiness will provide configuration management, such as adding, deleting and modifying IPSec tunnels covered by the 
Services, implemented via a self-serve web site as follows: 

(a) Customer wants to build an IPSec tunnel to ANX Trading Partner A under the Services. 

(b) A pre-authorized user from Customer authenticates them on the ANXeBusiness website, views Customer’s existing IPSec 
tunnels covered by the Services, and selects ANX Trading Partner A as the ANX Trading Partner Customer wants to build 
an IPSec tunnel with under the Services. 

(c) Customer is sent, via email, a verification of Customer’s request, along with a tracking number. 

(d) ANX Trading Partner A is sent, via email, a request to build an IPSec tunnel, along with a tracking number, indicating 
Customer as the requester. 

(e) A pre-authorized user from ANX Trading Partner A authenticates themselves on the ANXeBusiness website, views ANX 
Trading Partner A’s existing IPSec tunnels covered by the Services, and accepts the request via the tracking number.  This 
is when the clock starts ticking for the SLA metric (4 hours). 

(f) Customer and ANX Trading Partner A are sent, via email, a verification of the accepted request, along with the tracking 
number. 

(g) IPSec tunnel is built, and tested, between Customer and ANX Trading Partner A. 

(h) Customer and ANX Trading Partner A are sent, via email, a notice that the IPSec tunnel has been built. 

(3) Company Administration 

(a) Manage users 

(1) Company administrators with full access to the system. 

(2) Monitoring-only users with view access to the system (help desk employees, for example). 
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(b) View/edit company details 

(c) View edit CSP information 

D. Migrations 

(1) Migrations of existing IPSec tunnels to IPSec tunnels that are managed by the Service are outside the scope of this agreement. 

(2) If the Customer wishes to arrange ANXeBusiness’s assistance to migrate their existing IPSec tunnels to those managed by the 
Service, the terms of that engagement will be agreed separate from this document. 

E. Trouble Handling. 

All trouble handling will be directed through the ANXeBusiness Customer Care Center (staffed 24/7).  From there, IPSec issues will be 
triaged to the appropriate group for quick resolution.  All calls will be assigned a ticket number for tracking purposes. 

IPSec tickets will be assigned a priority as follows: 

IPSec Trouble Priority 

Does not impact a customer’s production service. Sev3 

Impacts a customer’s production service performance but transparent (no user 
reconfiguration required) workaround provided. 

Sev2 

Impacts a customer and no transparent (no user reconfiguration required) workaround 
provided. A production service is in jeopardy 

Sev1 

 
2. Task Schedule .  ANXeBusiness estimates the following approximate times to complete these tasks, in man-hours.   

Task Description Estimate to Complete 

1. Review IT Environment/Existing Tunnel Configuration 2 hours 

2. Develop IPSec Solution 2 hours 

3. Pre-configuration & Shipping of Hardware 1 hour 

4. Installation 3 hours 

  Total Estimated Hours:    8 hours 

 

3. Service Level Agreement (SLA) Metrics . 

A. Ongoing IPSec Tunnel Management. 

(1) Overall IPSec Tunnel Availability.  The metric for overall IPSec tunnel availability under the Services is 99.97%.  This allows for 
2.628 hours of aggregate IPSec tunnel downtime per year.  Overall IPSec tunnel availability under the Services will be measured 
by completing a ping test, from ANXeBusiness to Customer’s gateway, and each of Customer’s ANX Trading Partner’s gateways 
via the Services.  The test will send 10 packets every 5 minutes to each gateway.  Receiving a successful response from 7 out of 
10 packets will be considered a pass.  Receiving a successful response from less than 7 out of 10 packets will be considered a 
failure.  Any failure reported will be investigated as to the cause of failure.  Three consecutive failures outside of the following SLA 
metric exclusions will be considered downtime. 

(2) SLA Metric Exclusions. 

(a) Network Connectivity.  If Customer or its ANX Trading Partner experiences an outage due to network connectivity, the 
outage will be excluded from the SLA metric. 

(b) Power.  If Customer or its ANX Trading Partner experiences an outage due to power failure, or an incorrect supply of power 
(such as a power spike), the outage will be excluded from the SLA metric. 

(c) Change Control.  If Customer or its ANX Trading Partner experiences an outage due to changes made to their IPSec 
device by someone outside of ANXeBusiness, the outage will be excluded from the SLA metric. 

(d) Operating Environment.  If Customer or its ANX Trading Partners experience an outage due to an improper operating 
environment, specifications in Part 4 Section 10 of this document, the outage will be excluded from the SLA metric. 

(e) Scheduled Downtime.  If Customer or its ANX Trading Partner experiences an outage during scheduled downtime, the 
outage will be excluded from the SLA metric. 

(f) Gateway Clusters.  If the Customer or its ANX Trading Partner experiences an outage, due to hardware failure, and either 
have not implemented an IPSec cluster or have not purchased 4 hour hardware replacement maintenance (both of which 
are optional), the outage will be excluded from the SLA. 

(3) Adding New IPSec Tunnels Under the Services.  New IPSec tunnel requests under the Services, received via the self-serve 
website, will be completed within 4 hours of both parties agreeing on the IPSec tunnel request, provided that both parties are 
ANX Trading Partners and are subscribers of the Services.  The 4 hour clock begins to run at the time Customer and the ANX 
Trading Partner requesting the new IPSec tunnel have both issued their respective IPSec tunnel requests and completed the 
applicable authentication. 

B. Trouble Handling. 

(1) Escalation Procedures. 

(a) Purpose. To automatically make senior technical staff and ultimately senior management staff aware of imminent SLA 
infractions so that such issues can be prevented. 
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(2) Production Issues. 

Definition: A Customer request concerning an existing Service that the customer already had or had access to, which is not 
currently functioning or available. 

(a) Sev1 

(1) Definition: Impacts a customer and no transparent (no user reconfiguration required) workaround provided. A 
production service is in jeopardy. 

(2) Due date: calculated to 1 day - 7 X 24 

(3) Response:  30 minutes 

(4) Escalation:  7 X 24 based on log date. 

(a) 4 hours to Manager-level escalation 

(b) 8 hours to VP-level escalation 

(c) 24 hours to CEO-level  escalation 

(5) Paging: Sev1 Group of ANXeBusiness and Customer contacts on a 24x7 basis. The Sev1 Group will get paged every 
time the ticket is routed between groups, however, if it is routed within the same group a Sev1 Group page will not be 
generated. If the IR Sev1 ticket is transferred between agents in the same group and the technician receiving the 
ticket is defined in the Contact database, a page will be received by the new agent. 

(b) Sev2 

(1) Definition:  Impacts a customer’s production service performance but transparent (no user reconfiguration required) 
workaround provided. 

(2) Due date: calculated to 2 business days 

(3) Response:  8 hours 

(4) Escalation:  7 X 24 based on log date. 

(a) 1 business day to Manager-level escalation  

(b) 2 business days to VP- level escalation 

(c) 5 business days to CEO-level escalation 

(5) Paging:  Customer contacts but no pages are generated within the 6pm-9am timeframe. If the Sev2 ticket is 
transferred between agents in the same group and the technician receiving the ticket is defined in the Contact 
database, a page will be received by the new agent. 

(c) Sev3 

(1) Definition: Does not impact a customer’s production service. 

(2) Due date: 5 business days  

(3) Escalation:  7 X 24 based on log date. 

(a) 5 business days to manager-level escalation 

(b) 20 business days  to VP-level escalation 

(4) Paging:   None 

4. Working Relationship . 

A. ANXeBusiness.  ANXeBusiness will provide a specialist to gather information, analyze the data, prepare designs, and provision the 
Services.  The specialist will be the direct interface to the Customer POC for the activities delineated in this SOW.  ANXeBusiness’s 
network operation centers will provide ongoing IPSec tunnel management and trouble handling. 

B. Customer.  Customer will assign a point of contact for this work.  This POC will interface with the Task Manager, from ANXeBusiness, 
and the resources within Customer.  The POC will be responsible for scheduling Customer personnel as required to support 
ANXeBusiness’s performance of the Services. 

5. Travel .  Onsite visits are outside the scope of this Agreement. 

6. Period of Performance . 

A. Installation.  The initial migration process is estimated to take approximately 8 man hours to complete over a period of two to three 
weeks after completing a site assessment.   

B. Ongoing IPSec Tunnel Management and Trouble Handling.  Ongoing IPSec tunnel management and trouble handling as provided 
under the Services will be performed during the migration and beyond until the end of the contract.  Renewed contracts will extend the 
IPSec tunnel management and trouble-handling period. 
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7. Summary of Pricing and Payment Schedule . 

NOTE:  Any items that fall outside of the scope defined in Section 3 “Project Tasks” will be billed for using time and materials per 
ANXeBusiness’s standard rate sheet or as separately agreed upon between the parties.   

A. Installation.  Installation for Customer are laid out in the ANXTunnelz Fee Table (Section 11 below). 

B. Ongoing IPSec Tunnel Management (Annual). 

(1) Customer is required to pay an ANXTunnelz support fee of $240 per year, per group of IPSec tunnels connecting Customer to a 
given ANX Trading Partner.  This fee will be pro-rated to the month of March, with all annual charges billed in March.  For 
example, having the Services apply to all of Customer’s IPSec tunnels to Trading Partner A will be covered by an ANXTunnelz 
support fee of $240 per year.  If Customer desires to have the services cover its IPSec tunnels to Trading Partner B, the 
ANXTunnelz support fee will be an additional $240 per year per ANX Trading Partner. 

(2) NOTE:  IPSec tunnels to the following are included at no extra charge: 

(a) ANXO shared secret test site 

(b) Any other sites required by ANXeBusiness for delivery of the Services. 

(3) In addition to the ANXTunnelz support fee, Customer is also required to pay for hardware/software maintenance for the 
Customer’s IPSec hardware, beyond the first year of this Agreement.  The hardware/software maintenance will be added as a 
separate line item on the ANXeBusiness billings to Customer. 

C. Billing. 

(1) Customer will be billed initially for installation (as per the ANXTunnelz Fee Table in Section 11 below), for hardware/software 
maintenance and for the number of ANX Trading Partners with which Customer having its respective groups (per ANX Trading 
Partner) of IPSec tunnels covered by the Services during the installation.  Hardware/software maintenance and IPSec tunnels will 
be billed in advance on a pro-rated-annual basis in accordance with the then current Billing Year (with March established as 
month 1) as they are established. 

(2) New IPSec tunnels will be billed in advance on a pro-rated-annual basis in accordance with the then current Billing Year (with 
March established as month 1) as they are established.  For example, if Customer establishes an IPSec tunnel to Trading 
Partner A in July, Customer will be billed on a pro-rata basis for 8 months (July through February) on their August invoice.  If 
Customer later establishes an IPSec tunnel with Trading Partner B in February, Customer will be billed on a pro-rata basis for 1 
month (February through February) on their March Invoice.   

(3) Customer will be billed annually in advance on its April invoice (for services in March) for the number of ANX Trading Partners 
with which Customer has its respective groups (per ANX Trading Partner) of IPSec tunnels covered by the Services, and for 
applicable hardware maintenance.  Following the example in 9 C (2) above, Customer would be billed for IPSec tunnels to both 
Trading Partner A and Trading Partner B (the full Annual amount), as well as for applicable hardware maintenance, on their April 
invoice. 

(4) Hardware/software maintenance fees are to be paid annually in advance.  Hardware/software maintenance will be billed in full on 
the April invoice in the Initial Term of the contract, and will subsequently be billed on the April invoice of each renewal term.  
ANXeBusiness will bear responsibility for the hardware/software maintenance for the period between the signing of this 
agreement and end of the Billing Year of the Initial Term of this Agreement. 

8. Gateway Operating Environment.  

A. Area Preparation and Maintenance.  Ensure that the area in which the gateway is installed always remains clean, dry, and dust-free.  
Take the following precautions to maintain a safe working environment and to avoid accidents: 

(1) Inspect the area for hazards such as bare wires and standing water. 

(2) Do not remove the gateways cover under any circumstances. 

(3) Remove scarves and neckties, jewelry, and other loose items before installing the gateway. 

B. Ventilation.  Gateways can generate substantial heat during operation and therefore require adequate ventilation.  It may be necessary 
to install the gateway in an air-conditioned room to ensure that its internal cooling system can maintain acceptable internal 
temperatures during operation.  

C. Humidity and Temperature.  The environment in which the gateway operates must remain dry at all times.  During operation, ambient 
relative humidity should never exceed ninety percent (90%) and ambient air temperature must remain between 40° F and 85° F (4° C 
and 29° C). 

D. Electrical Grounding and Shut-off.  The facility where the gateway is installed needs proper electrical grounding.  Ensure that the 
gateway is always connected to ground using a 3-pronged grounding-type plug.  Using a proper ground provides a safe working 
environment and can prevent damage to the gateway.  ANXeBusiness strongly recommends that the gateways use an uninterruptible 
power supply (UPS) for two reasons: 

(1) It provides a power backup, so that in the event of a widespread power failure, devices that use a UPS can easily be taken off-
line. 

(2) A UPS provides power regulation that reduces or eliminates most power surges and line noise. 
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9. ANXTunnelz Fee Table.  

ANXTunnelz Fee Table 

 

 
Installation/ 
Migration 
 
 

 
Hardware, maintenance, installation, migration: 
 
 1 ANX Subscription Gateway (<=3 partners)  $0 
 
 1 Standard Gateway (for connections <= T1, < 50 partners) $3,000 
 
 2 Standard Gateways (for connections <= T1, < 50 partners 
  configured in a cluster for redundancy): $5,000 
 
 
 1 Performance Gateway (for connections > T1, < DS3), 
 < 150 partners: $10,000 
 
 2 Performance Gateways (for connections > T1, < DS3, 
 < 150 partners configured in a cluster for redundancy): $16,000 
 
 
 1 Enterprise Gateway (for connections > DS3 and < 750 partners: $40,000 
 
 2 Enterprise Gateways (for connections > DS3 and < 750 partners 
 (configured in a cluster for redundancy): $75,000 
 
ANXTunnelz Support (24/7): $240 per ANX 
 Trading Partner  
 group of IPSec  
 tunnels covered 
 by the Services 
 

 
Ongoing Yearly 
Support 
(the following are 
annual fees, which 
begin in Year 2) 

 
ANXTunnelz Support (24/7): $240 per ANX 
 Trading Partner 
 group of IPSec  
 tunnels covered 
 by the Services 
 
Gateway Maintenance Fee: 
 
 ANX Subscription Gateway $200/gateway 
 
 Standard Gateway(s): $250/gateway 
 
 Performance Gateway(s): $1500/gateway 
 
 Enterprise Gateway(s): $6,000/gateway 
 
NOTE:  Gateway maintenance fees are only applied to gateways that have ANXTunnelz IPSec tunnels 
configured on them. 
 

 
Credit for Failure to Meet SLA Metrics in Section 5.A. Above 

In the event that ANXeBusiness does not meet the SLA Metrics for overall availability of IPSec tunnels covered by the Services set forth in Section 
5.A. above, then: 

Customer, as applicable, during the second and subsequent years shall receive a credit in an amount equal to (i) the prorated monthly portion of 
the annual ANXTunnelz support fee for the particular IPSec tunnels which have experienced the downtime beyond that permitted under the SLA 
Metrics, times (ii) the difference between the actual IPSec tunnel availability for said IPSec tunnels and the availability level required under the SLA 
Metric. 

 


